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PROBLEM STATEMENT
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WE INVENTED

FIREWALLS
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WE INVENTED

SAME ORIGIN POLICY
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WE INVENTED

HOPING FOR THE BEST
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WHAT WE NEED IS

Rv @

FEARLESS COOPERATION




PROGRESS

e Subresource Integrity
e Content Security Policy
e Trusted Types

e Hardened Javascript
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HARDENED JAVASCRIPT

e Compartment proposal(s) in TC39
e SES Shim
e | avaMoat



COMPARTMENT
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JS DESIGN IS 600D FOR
SECURITY?

o Take ECMA + W3C

e Add Conway's Law

e Separation between language and APIs
e Power only reachable through scope

e Compartment controls scope
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COMPARTMENT
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PROBLEM STATEMENT ++

Any access to DOM leaks globalThis

Compartment depends on evaluators or bundling
strict-dynamic butforeval?
same origin realms (tomorrow)



CALL TO ACTION

How can we support the users of Hardened Javascript
in the browser?
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